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In today’s world, we rely on technology and the Internet for a variety of
transactions, communication and information — at home, in school and at the
workplace. While we are familiar with the myriad of conveniences provided
through Internet use, it is difficult to stay abreast of all the changes and the
potential risks presented by the Internet. We are all “virtual neighbors” in
cyberspace, and what we do, or don’t do, can affect many others.

The Nebraska Cyber Security Conference will assist in raising our awareness of
cyber security and help in protecting all of us in cyberspace. If we do our part
individually, collectively we can have a tremendous positive impact on our
state’s cyber security.

This will be valuable time learning from skilled industry experts. The day will
be filled with a variety of breakout sessions that will encompass different
areas of information security and technology.

For more information, visit southeast.edu/ncsc.

Wi-Fi Login Information

Network: NUGuest
Username: Septemberl?
Password: Innovate2024!

Keynote Speaker: Tim Vidas

Amazon

Tim Vidas a Principal Engineer at Amazon Web

Services (AWS) focused on Threat Intelligence

and operational security. Prior to joining AWS,

Tim collected decades of experience in a mix of

academic, commercial and government settings. His

endeavors span from being the development team

lead for DARPA’s Cyber Grand Challenge, to digital

forensics research lead at CERT, to developing a high-assurance security
kernel at NPS. Tim has a Ph.D. in ECE from Carnegie Mellon, and also is a DEF
CON black badge holder. Tim also is a founder of both the local DC402 DEF
CON group and the Kernelcon conference.
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Chris Cruz, Tanium

Tuespay Spt. 17, 2024

To defend against attacks & protect critical data, Government needs a paradigm shift for complex risk & technology
issues. Local Government Chief Information Officers (CIO’s) and Chief Information Security Officers (CISO’s) have
thousands of distributed assets to see and control, but most of them cannot capture how many endpoints they have,
what applications run on them, or whether they have the right access controls across them. Tanium Public Sector

Chief Information Officer (CIO) Chris Cruz will discuss the convergence of real-time decisions and remediation using
one plane of glass/one source of truth, unified controls, a common taxonomy and how he developed a common
cybersecurity plan as a former State and County government CIO. He will discuss the need for new generations of tools

and new frameworks for them to address a unified cybersecurity approach.

Experience Level: Intermediate

Chris serves as Tanium’s Public Sector CIO for SLED (State, Local, Education), bringing more
than 31 years of government and public sector leadership to the role, including tenure asthe
Director and CIO for the County of San Joaquin in Stockton, California. Prior to this position, he
served as the State of California’s Deputy CIO, and was the CIO for the California Department of
Food and Agriculture, the Department of Health Care Services and was the first such leader for
the Health Benefits Exchange, now referred to as Covered California. Chris earned a Bachelor of
Science Degree in Business Management from California State University at Sacramento, and a
certification from the UC Davis Master’'s Program in Leadership Excellence. He was recognized

by StateScoop as one of the top 2024 SLED Industry Leaders of the Year, by Forbes on the CIO Next List for 2023, StateScoop as one of
the 2020 County Executive Leaders of the Year and received national honors from the National Association of State Chief Information

Officers (NASCIO) as the 2018 State Technology Innovator of the Year.

Attack, Detect, Defend: Antisyphon Training
Kent Ickler & Jordan Drysdale, Antisyphon

In this session we will give an overview into what we call threat optics: auditing endpoints, centralizing logs and

visualizing results.

Each student will leave the class having experienced a penetration test through three distinct perspectives, each
building on the previous. These will include adversarial attacks, examination of defensive postures, and wrapped up
with various detection methodologies using open-source or free industry threat detection and defenses.

Experience Level: Beginner

Kent Ickler started his Information Technology career working for an Internet Service Provider
supporting the MidWest's broadband initiatives of the early 2000s. His interest in technology

and business operations drove his career into working for multiple Fortune 500 companies

and equipping their organizational leadership with business analytical data that would

support their technology initiatives. With an understanding of Information Technology, System
Administration, Accounting, and Business Law, Kent has helped businesses leverage technology
for competitive advantage while balancing the risks associated with today’s dynamic network
environments. Kent has been with Black Hills Information Security for three years in security

and administration roles.

Jordan Drysdale has been with the Black Hills Information Security (BHIS) tribe since December
2015. He is a Security Analyst, as well as a member of the systems administration team. Jordan
came to BHIS with a strong background, including many years in networking tech support

and engineering for HP, UNi and Managed Services — he never stops learning and sharpening
his skills.

Education End User Management

Technical 3
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Md Rashedul Hasan, University of Nebraska-Lincoln

Prerequisites: Application Security Analysis, VAPT, Different Vulnerability Types, Knowledge about Machine Learning,
Al Usage

As cyber threats become more sophisticated, detecting software vulnerabilities earlier using artificial intelligence
techniques can help secure interconnected systems. However, current commercial language models do not
effectively address all criteria needed to identify and mitigate certain vulnerabilities. This talk discusses the
deficiencies of language models to comprehensively assess software vulnerabilities. A comparative analysis
evaluates the LLM model’s performance through the usage of a benchmark data set. Results reveal limitations in
providing resilient fixes for optimized vulnerability versions, often falling short in constructive suggestions. The goal
is to address the criteria and limitations for diverse vulnerability properties and interactions beyond what current
models can achieve. By consolidating the strengths of different models and techniques a resilience driven -based
approach can be developed to detect security vulnerabilities.

ExangC /P <</Lang (en-US)/MCID 277 >>BDC7D027 mo8R1Tds, often fiougBDC T* [(approach can be develope8 43.92 628.
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Cullen Landrum, SailPoint, & Dane Paulsen, Flatwater Services

In this session, we will discuss what it takes to have a successful Identity Security program. Identity Security

is fundamental to any organization to meet audit, zero trust and more. Dane will describe what it took for his
organization to decide on a solution and what it took to get a program going. Also, we will discuss his decision to
migrate to a SaaS solution and what was involved in that decision.

Experience Level: Beginner

With 20+ years of experience in Identity and Access Management,Cullen Landrum is a Senior
Sales Engineer at SailPoint. Cullen specializes in the area of Identity Security. Prior to joining
SailPoint, Cullen worked for several software companies, including Aegis Identity, Oracle and
Sun Microsystems supporting higher education, federal, state, and local. Prior to that Cullen
worked at EDS where he spent 10+ years as a developer on everything from mainframes to
Tandem to Java. Cullen holds a Bachelor of Arts in Computer Science and Mathematics from the
University of Colorado, is a Certified Information Systems Security Professional (CISSP) and is a
member of Information Systems Security Association (ISSA).

As a leader of people and enterprise technologies, Dane Paulsen brings 20+ years experience in program

development and strategy. Dane is an industry-respected subject matter expert in Identity and Access

Management (IAM) and Governance (IGA) programs leadership. Known for cultivating collaborative partnerships,

he has a reputation for building highly engaged teams and achieving business objectives through accountability,

creative resource management and agile methodologies. Dane currently serves as the Director of Identity and

Access Management at ProoflD, a global services firm dedicated to every facet of Identity Security and building

the best possible identity solutions for businesses. He also is a Principal Advisor at Flatwater Services providing

fractional technology leadership to enterprises, small businesses, non-profits, and individuals looking to

strategically improve their operations. Dane is grateful for the relentless support and adoration of his wife Cindy, an elementary
school teacher, and their five amazing children. Outside of work you often find Dane chasing kids to activities, coaching high school
theater or serving in his faith community. Dane is a sucker for pop-music and deep conversations about big ideas over coffee
or cocktails.
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Aamir Lakhani, Fortinet
We may fantasize about the days of Star Trek and Terminator where artificial intelligence might be able to help us
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Richard Mendoza, Google
In this session, we will explore the critical process of identifying adversaries and their TTPs to enhance your defense
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Ross Coudeyras, Remesh

Join us for an insightful exploration into the privacy implications surrounding the surge of Large Language Model

(LLM) generative Al technology. In the wake of OpenAl's ChatGPT 3.5 release, the landscape of Al-powered innovation
has evolved rapidly, prompting critical questions about data security and privacy safeguards. In this presentation,

we’ll delve into a real-world case study of a SaaS B2B tech company’s journey to leverage this cutting-edge

technology responsibly. Learn first hand how they successfully navigated the complex terrain of privacy concerns

while collaborating closely with enterprise-level customers. From implementing robust data protection measures

to forging secure partnerships with Al providers like OpenAl, discover actionable strategies to safeguard sensitive
information without compromising innovation.

Experience Level: Intermediate

With 16+ years in software and technology, Ross Coudeyras is a recognized authority in
cybersecurity and data privacy. Currently heading Security and Compliance, as well asserving
as Data Protection Officer at Remesh, he is known for his practical approach to securing

digital landscapes. At Remesh, Ross Coudeyras leads security and compliance efforts, ensuring
the organization aligns with regulations while staying resilient against cyber threats. His
real-world insights bridge the gap between security measures and compliance needs. As an
adjunct instructor at Doane University, Ross Coudeyras imparts hands-on knowledge to future
cybersecurity professionals, leveraging his industry know-how to prepare students for real
challenges. Ross also is into Dune. Fear is the mind-killer.

a6 éféij} 6% amTf<«<éfj] ej%ée}lé«<é%l <aj pé«<TWeEf«} *j}}6%}
Karla Carter, Bellevue University
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Attack, Detect, Defend:
Antisyphon Training (Part 1),
Kent Ickler & Jordan Drysdale

Designing a Successful
Identity Security Program ,
Cullen Landrum & Dane Paulsen

Navigating Privacy in the Age of
Generative Al, Ross Coudeyras
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Attack, Detect, Defend:
Antisyphon Training (Part 2),
Kent Ickler & Jordan Drysdale

Beyond Vulnerability Detection:
Using Large Language Models in
Security Vulnerability Analysis
for Investigative Assessment,
Md Rashedul Hasan

Protecting LLMs Using Splunk
and the OWASP Top 10 for LLM
Applications, Audra Streetman
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Does Mr. Data Dream at Night?,
Aamir Lakhani

Identifying the Adversary and
Operationalizing Cyber Threat
Intelligence, Richard Mendoza
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National Cyber Security

Awareness Month and CISA Cyber
Security Services, Nicholas Brand

Policies in Practice: Revisiting
the Titanic’s Lessons for
Cybersecurity, Karla Carter

Navigating Privacy in the Age of
Generative Al, Ross Coudeyras
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Beyond Vulnerability Detection:
Using Large Language Models in
Security Vulnerability Analysis
for Investigative Assessment,
Md Rashedul Hasan
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Does Mr. Data Dream at Night?,
Aamir Lakhani

Identifying the Adversary and
Operationalizing Cyber Threat
Intelligence, Richard Mendoza
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National Cyber Security
Awareness Month and CISA Cyber
Security Services, Nicholas Brand

Policies in Practice: Revisiting
the Titanic’s Lessons for
Cybersecurity, Karla Carter

Designing a Successful
Identity Security Program ,
Cullen Landrum & Dane Paulsen

Navigating Privacy in the Age of
Generative Al, Ross Coudeyras
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Attack, Detect, Defend:
Antisyphon Training (Part 1),
Kent Ickler & Jordan Drysdale

Navigating Privacy in the Age of
Generative Al, Ross Coudeyras
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Beyond Vulnerability Detection:
Using Large Language Models in
Security Vulnerability Analysis
for Investigative Assessment,
Md Rashedul Hasan

Protecting LLMs Using Splunk
and the OWASP Top 10 for LLM
Applications, Audra Streetman
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Does Mr. Data Dream at Night?,
Aamir Lakhani

Identifying the Adversary and
Operationalizing Cyber Threat
Intelligence, Richard Mendoza

j brro0i}}é6%

Accelerating the Evolution of
Cybersecurity Using a Converged
Approach, Chris Cruz

Securing Data in an Al Driven
World, Patrick Wright
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National Cyber Security

Awareness Month and CISA Cyber
Security Services, Nicholas Brand

Policies in Practice: Revisiting
the Titanic’s Lessons for
Cybersecurity, Karla Carter

Attack, Detect, Defend:
Antisyphon Training (Part 2),
Kent Ickler & Jordan Drysdale

Beyond Vulnerability Detection:
Using Large Language Models in
Security Vulnerability Analysis
for Investigative Assessment,
Md Rashedul Hasan

Protecting LLMs Using Splunk
and the OWASP Top 10 for LLM
Applications, Audra Streetman
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Does Mr. Data Dream at Night?,
Aamir Lakhani

Identifying the Adversary and
Operationalizing Cyber Threat
Intelligence, Richard Mendoza

j brro0ij}}é6%

Securing Data in an Al Driven
World, Patrick Wright
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Ice Tea, Water, Coffee
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Meals are prepared in a shared kitchen.
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